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1	Decision/action requested
This pCR is proposing to add a new potential solution to study the use of ACME protocol in 5G 
2	References
[1]	3GPP TR 33.876 v0.3.0
[2] 	3GPP TS 33.210 v17.4.0
[3]             3GPP TS 33.310 v17.4.0
[4]             3GPP TS 33.501 v17.7.0
3	Rationale

This new pCR proposes to add a new solution to study the use of ACME protocol, and a central list of trusted root certificates to facilitate the initial enrolment, and continual lifecycle management of certificates used for interface entities/network functions authentication in 5G networks.
Reason for and summary of the change:
5G has well defined interfaces (the N interfaces) for user plane, signalling and authentication, but no architecture nor interfaces are defined for entity certificate orchestration, entity certificate lifecycle management, or distribution of trusted root certificates.
This puts network operators, and vendors, in the position to define custom solutions for these tasks, which leads to network fragility, reduced deployment velocity, and in general weaker security.
The potential solution is proposing to use the ACME protocol to augment the existing specification of CMPv2. ACME is especially useful for automating short certificate lifespan renewals in mTLS implementations. An operator’s private 5G SBA interfaces, their external SBA exposures to the IPX network via the SEPP and NEF would potentially benefit from this approach, as well as any other entities likely to be implemented in a microservice architecture. This may be especially useful when organizations agree to use public trust infrastructure to authenticate communications across organisational boundaries. Many public trust authorities support the ACME protocol, and many free and opensource libraries already implement certificate life cycle management automation using ACME protocol. This approach would address multiple key issues as noted in TR 33.876.

4	Detailed proposals

*
[bookmark: _heading=h.2eclud0]6.1X	Solution #1X: Define architecture and solution for vendors to re-use
[bookmark: _heading=h.thw4kt]6.1X.1	Introduction
This solution addresses: 
Key Issue 1: Single certificate management protocol and procedures; 
Key Issue 2: Security Protection of NF certificate enrolment; 
Key Issue 3: NF Certificate Update; 
Key Issue 4: Trust Chain of Certificate Authority Hierarchy
Key Issue 5: Certificate Revocation Procedures.
As stated in Key Issue 1, considering virtualization in 5G SBA, it is impossible to manage certificates manually. If there is no standardized use of an automated certificate management protocol, the certificate management needs to be done manually which may lead to missing refreshment of certificates and usage of expired certificates. 
As stated in Key Issue 2, an instantiated NF needs to obtain the server certificate from the CA’s registration authority for authenticating the NF services-based interface. This is the first step to securing the communication with other NFs, encrypting messages, or signing tokens, among other purposes in SBA. Thus, a secure and automated certificate enrolment procedure is indispensable to obtain the certificates.
As stated in Key Issue 3, NF certificate update is a necessary part of a certificate management mechanism because the long validity period certificate is considered less secure and as lifespans shorten in practice, systems certificates are more prone to not being renewed on time. Typical best practice for certificate lifespans is to align to the lifespan of the entity the certificate identifies. Some operators and security policies prescribe the lifespan of an entity certificate to align the entity’s lifespan, plus a short grace period. In the case of microservices and containers, the lifespan of the code executable is very short. In consideration of a potential move towards a cloud native model, the trend to shortening lifespan must be considered for future proof. Finally, there is an industry wide movement to shorten lifespan from a norm of 10 years in the early 2000s, then to five years in the mid 2010s, and more recently 13 months for CA/Browser Forum -governed norms that many cloud x.509 implementations follow.
Therefore, it is important that processes and automation are put into place to ensure the predictable and monitored replacement of certificates take place Otherwise, NF communication can be disrupted in the middle of operation due to an unhandled certificate expiry.
As stated in Key Issue #5, Certificates revocation procedures are a critical part of the overall certificate lifecycle management. Every certificate has a finite validity period, during the one it is expected to be in use. However, during that validity period the certificate owner and/or Certificate Authority may consider and declare that a certificate is no longer trusted, i.e., invalid prior to the expiration of the validity period, due to multiple circumstances (e.g., suspected compromise of the private key). 5G Core SBA Network functions and operator PKI need a certificate revocation strategy to ensure all parties of the ecosystem are able to verify the status of the associated certificate before relying on them.   
Key Issue 4: Continual maintenance of trusted root CA certificates is required to ensure intra organization trust. For operators to be able to leverage certificates as a means to protect and authenticate their communications with each other there needs to be a list of approved CAs (and trustworthiness criteria for these CA’s) that can be used on the network otherwise operators must manually and mutually discover and exchange these certificates. More awkwardly they must do this on a continual basis to ensure they do not experience unexpected outages due to the operator changing their practices or taking down associated services.
The solution proposes to use the ACME protocol which provides the following benefits for Key Issues 1,2,3 and 5:
· Enables automatic acquisition and management of certificates 
· Simplifies deployment of TLS across devices
· Cryptographic key material can be changed automatically, weak key can be rolled out automatically
· Reduces chance of global outages
· It reduces the chance of the environment becoming calcified on a single certificate on accident because they change regularly.
· It makes monitoring certificate lifecycle easier because changes happen on a predictable basis, which enables monitoring and proactive issue resolution.
· Enables quicker responses to global outages when they happen
· Removes vendor lock in on certificate issuance enabling migrating from one solution/vendor without code changes.
· Using certificates uniformly across this ecosystem could help secure the network from tampering and other malicious acts. 

Note: To address the Key Issue 4, GSMA could potentially maintain a shared list of CAs that can be used on the IPX network to authenticate as part of the TLS key exchange used to protect those communications.
[bookmark: _heading=h.3dhjn8m]6.1X.2	Solution Details
The following describes adoption of Automated Certificate Management Environment - ACME (RFC 8555 [X]) as the baseline for how certificate enrolment is handled.
A trusted third party shall maintain a set of criteria that Certificate Authorities which are to be trusted on the IPX network must meet. These requirements should be documented in the form of a Certificate Policy, and there should be a policy for how CAs get their certificate to be trusted by this ecosystem. Note: a trusted third party could be GSMA. The requirement can be derived and/or extracted from RFC 3647 [Z].

A trusted third party shall maintain a list of these CAs, which meet the aforementioned criteria, that all operators can rely upon to determine which CAs are trusted. This would allow the set of CAs that are used by the ecosystem to change dynamically. Note: a trusted third party could be GSMA.

Given the assumption that the IPX network is primarily IP address based, ACME can support this via proof of control of specific IP addresses. This is covered by RFC 8738 [Y] which would mean any supporting client could be used to acquire these certificates.

Though further details would be needed this base framework would enable the highly available acquisition and management of certificates to the IPX network while enabling each operator to continue to manage their own infrastructure.

This approach is inline with application of STIR/SHAKEN ecosystem where iConnectiv approves CAs on behalf of the FCC based on published requirements. This could be one of the underlying pillars to provide trust for wireless emergency alert systems.

The reliance on standard protocols, test automation, monitoring, as proposed here could be used as a basis for securing other systems such as emergency services.

[bookmark: _heading=h.3qwpj7n]6.1X.3	Evaluation
TBD
**** START OF CHANGE 2 ****
[bookmark: bookmark=kix.rpabjwpja7pg][bookmark: _heading=h.2bn6wsx]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non-specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
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     [X]                        IETF RFC 8555: Automatic Certificate Management Environment (ACME)
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